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Beware of Suspicious Emails That May be Malware or Phishing Attacks

Clayton, MO — June 23, 2011 — Clearent has been made aware of people who received “order

confirmation” emails that link to a malicious site that portrays itself as Clearent. This email did not come
from Clearent, and the website is not affiliated with Clearent. This site prompts you to “install missing

plug-ins.”

Please do not install any plug-ins, as they will install malicious software (called malware) or spyware on

your computer.

Many criminals are using email scams to install malware on computers or to obtain financial information
that can be used to steal from you. Please be cautious when you receive emails from unfamiliar sources.

It is critical that if you receive emails which don’t seem quite right that you do not click on the links!
The email and website may look like these below:

Spam email from unknown source:

From: PayinStore.com {maiko:notice @ Chargeiational.com)
Sent: Thursday, June 23, 2011 9:28 AM

TO: s—— L

Subject: SR Smch sale track 1308839302

Hello R Smith,
Order 1308839302 will be proccesed within 24 hours.Your bank account will be
charged of $427.00 USD

e 303tonal ransaction indormation, please AC0es your Orger manager . R may take uo to 2 hours for this
track number to appear in your racking panel
Holder mformaton Biling informaton nstructions from
Jody Smth Please check order Yacking to review this customer
|oyce doughty@cieesi com detalls None provided
INSurancs
Total §454 00 USD
Purchasing receaipt id: 2721.3020.6245-3125
Please basp this confirmaton number 101 fubkure order raching
To change your Notifications SeIngs, 407 In 10 your account. 90 to your contact profie, and click My s&ftings

Criminal site pretending to be Clearent:
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Again, please do not click on any links or download any programs from unknown sources.

If you have any questions, please contact the Clearent Customer Support team at 866.435.0666 or
customersupport@clearent.com.
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